


































STATE OF MISSISSIPPI 
GOVERNOR PHIL BRYANT 

DEPARTMENT OF FINANCE AND ADMINISTRATION 
LAURA D. JACKSON 

Shad White 
Office of the State Auditor 
State of Mississippi 
Post Office Box 956 

EXECUTIVE DIRECTOR 

April 18, 2019 

FINANCIAL AUDIT FINDINGS 
or 

OTHER AUDIT FINDINGS 
or 

COMPLIANCE REVIEW FINDINGS 

Jackson, Mississippi 39205-0956 

Dear Mr. White, 

In reference to your letter dated March 28, 2019, we submit the following responses and 
corrective action plans to the financial audit findings for the Department of Finance and 
Administration (DFA) for the fiscal year ended June 30, 2018. 

AUDIT FINDINGS: 

MATERIAL WEAKNESSES 

Finding Number 

2018-007 

Response: 

Finding Description 

Strengthen Controls over segregation of Duties in 
SPAHRS 

We acknowledge the finding. 

DFNMMRS has been sending SPAHRS Quarterly Security 
reports since 2000. These reports are part of what the 
Auditor's office would review with the agencies doing 
agency audits. Later the reports were made available for 
agency view in FMVIEW. Quarterly notifications are sent 
to the agencies when a new report is available. In 2018, 
DFNMMRS required agencies to sign off on the security 
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Corrective Action 
has been taken: 

2018-008 

Response: 

reports. The agency respon~es are tracked via a 
spreadsheet. DFA/MMRS continues to email and call 
agency security contacts that have not returned the 
acknowledgment form. 

The MMRS Security Supervisor checks each form that is 
processed to ensure it is completed and signed by the 
agency security contact. The forms are also viewed to 
ensure that the appropriate access is established. The 
forms are saved in DFA/MMRS' document management 
system. 

Several of the security forms that were reviewed in the 
audit where dated as far back as 2000. The original 
documentation provided signatures, but the documents 
were not probably scanned. Staff has and continues to 
ensure that all pages are scanned. Most of the forms 
today are received electronically; therefore, reducing the 
risk of human error in scanning the documents. 

A. A policy has been established that agency security 
contacts must provide written justification if an agency 
request access for human resource/recording and 
payroll authorization function access for an individual. 
This justification is saved in DFA/MMRS' document 
management system. 

DFA employees SPAHRS security has been properly 
segregated using the PHUSROB group. 

Staff has been instructed to ensure that all pages of the 
completed forms are stored in the document 
management system. 

B. Michael Gonzalez is the contact person for this 
corrective action. 

C. The corrective action was completed on March 27, 
2019. 

D. NIA 

Strengthen controls over change logs in SPAHRS 

We acknowledge the finding. 

Turning on the Natural Security logs would require a major 
upgrade to SPAHRS and would introduce functionality that 
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Corrective Action: 

2018-016 

Response: 

Corrective Action: 

has never been utilized, and would be a major change with 
high risks. DFA is in the process of planning the 
HR/Payroll implementation of MAGIC and does not want to 
take on the risk of doing a major change to SPAHRS at 
this time. 

The quarterly security verification process provides a 
process for agencies to verify new and updated SPAHRS 
Security requests. Additionally when forms are received 
by DFNMMRS, the forms are checked to make sure they 
are signed, the access requested is appropriate. The 
requested updates are made in SPAHRS and the forms 
are electronically signed and filed . The MMRS Security 
Supervisor verifies that the forms are signed by the agency 
security contact and all documentation is correct. 

A. DFA is beginning the MAGIC Phase II implementation. 

B. Michael Gonzalez is the contact person for this 
corrective action. 

C. The anticipated completion date of Phase II is July 1, 
2022. 

D. N/A 

Strengthen controls over accounting period close 

We concur with the finding. 

The 13 period was opened to delete prior fiscal year 
parked/abandoned documents from MAGIC during the 
Lapse Period Close process. The 13 period should have 
been closed after the documents were deleted, but was 
not. 

We are taking the following steps to ensure this does not 
happen in the future. 

A. Steps have been added to the Lapse Period Close 
tasks list to take a screenshot of the 0852 table at the 
beginning and at the end of the list to verify the open 
periods for the two screenshots match. OFM will 
confirm on September 1 that only periods 3 and 14 are 
open. 
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2018-021 

Response: 

Corrective Action: 

OFR will add a step to the 13 period closing process to 
check for parked/abandoned documents prior to 
closing the period. If documents are found, they will 
request the agency who created them to delete the 
documents. If the agency does not respond to the 
request, OFR or MMRS will delete the documents 
using a Fire Fighter ID. Once the documents are 
deleted, OFR will send a request to OFM to proceed 
with closing the 13th period. 

OFM will be responsible for opening and closing all 
periods. Periods 1 -12 are typically opened and closed 
through a monthly automated process. Period 13 will 
be opened by OFM as part of OFM's June 30 year-end 
processing tasks. Period 13 will be closed and Period 
14 will be opened by OFM the day after GAAP packets 
are due. OFR will notify OFM to close Period 14 on the 
opinion date of the CAFR. 

Only in extreme emergencies, where OFM could not be 
reached, would MMRS staff utilize a Fire Fighter ID to 
open or close periods. If such an instance occurs, 
MMRS will take before and after screenshots. MMRS 
will notify OFM of the opening and closing and Fire 
Fighter ID so this information can be added to OFM's 
log. 

B. Teresa Hayes is the contact person for this corrective 
action. 

C. The change will be completed by June 30, 2019. 

D. N/A 

Strengthen process for compiling CAFR and Schedule of 
Federal Awards 

We concur with the finding. 

A. OFR will update the GAAP reporting section of the 
MAAPP manual to assist GAAP Coordinators in 
preparing their GAAP packets. OFR will also continue to 
examine options for more efficient collection of 
information to reduce GAAP preparation time. In 
addition, OFR will meet with the Office of the State 
Auditor to discuss ways to have audit adjustments and 
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2018-022 

Response 

Corrective Action: 

2018-023 

Response: 

Corrective Action: 

finalized audits sooner. 

B. The contact person responsible for this corrective action 
is Shondra Barker. 

C. The anticipated implementation for this corrective action 
plan is June 2019. 

D. N/A 

Implement written policies relating to accounting and 
reporting matters 

We concur with the finding. 

A. The 2018 MAAPP Manual Revision was updated and 
uploaded to DFA's website as of 12/31/2018. Updates 
will continue. 

B. The contact person is Lisa Dunn. 

C. It has been completed. 

D. N/A 

Strengthen process for recording interagency transfers, 
payables. and receivables 

We concur with the finding. 

Effective April, 2019, system edits have been implemented 
to reduce the amount of reclassification entries needed for 
transfers. In addition, agencies have been instructed to 
review outstanding payables and receivables for the 
interagency activity and to be mindful of coding 
transactions as transfers. 

A. As part of the review of interim financial statements, 
agencies will be advised to review and adjust 
receivables and payables balances, if necessary. The 
relevant DFA offices will review the business process to 
identify possible changes to the accounting system for 
interagency transactions. 
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2018-024 

Response: 

B. The contact person responsible for this corrective action 
is Shondra Barker. 

C. The anticipated implementation for this corrective action 
plan is June 2019. 

D. N/A 

CFO qualifications and attend mandatory training 

We acknowledge this finding. 

The Department of Finance and Administration (DFA) is 
the primary agency responsible for state government 
financial and administrative operations, and we fully accept 
and embrace the magnitude of that responsibility. 
However, while DFA is the executive branch control 
agency over governmental accounting and financial 
reporting, and in particular, the completion of the annual 
comprehensive annual financial report, we rely heavily on 
the cooperation and input of every other state agency to 
successfully accomplish that task. 

We acknowledge that Section 7-7-3 of Miss. Code Ann. 
(1972) requires DFA to conduct training seminars on a 
regular basis to ensure that agencies have access to 
persons proficient in the correct use of the state accounting 
system. Before implementation of the new statewide 
system and since that time, we have provided class 
training, one-on-one personalized training and detailed 
assistance via the call center to agency personnel to help 
them understand the processes required for daily workflow. 
We have training material, work instructions and job aids 
available on the internet that are easily accessible. In 
addition to providing training on the state accounting 
system, we also provide training on GAAP reporting for 
financial statement preparation. While we have clearly 
stated that these training sessions are necessary, we 
continue to have agencies that do not attend. 

The finding specifically calls into question the lack of 
qualifications and skill requirements of agency accounting 
personnel, and specifically mentions the lack of qualified 
personnel serving as Chief Fiscal Officers. While we have 
the responsibility to provide systems to facilitate the 
financial reporting and operations of the state and to 

6 



Corrective Action: 

2018-030 

Response: 

Corrective Action: 

provide training to employees that use these systems, we 
do not have the oversight of the hiring or selection of 
agency employees. Hiring of qualified employees is the 
responsibility of each state agency head. 

A. The audit finding recommendation is for DFA to 
implement mandatory training sessions for accounting 
personnel and chief fiscal officers. 

OF A will continue to provide training opportunities for 
accounting personnel and chief fiscal officers, and will 
pursue and provide additional training as funding allows. 
DFA will also consider requiring attendance, however 
enforcement of that will be difficult. 

B. The contact person responsible for this corrective action 
is Laura Jackson. 

C. The corrective action will be implemented during FY 
2019. 

D. N/A 

Segregation of duties in MAGIC 

We acknowledge the finding . 

In an effort to provide adequate role definitions for 
agencies to achieve segregation of duties, DFA/MMRS is 
in the process of only providing business roles instead of 
privileges in IDM. This will allow IDM to match the MAGIC 
Security Roles and Definitions document. The ability for 
security contacts to assign privileges has been removed. 

A. DFA/MMRS now requires agencies to sign off on the 
security reports or have MAGIC access revoked for 
their entire agency. The agency responses are tracked 
via a spreadsheet. 
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SIGNIFICANT DEFICIENCIES 

2018-009 

Response: 

Corrective Action: 

2018-020 

Response: 

DFNMMRS continues to email and call agency 
security contacts that have not returned the 
acknowledgment form. 

DFNMMRS will establish a process for review and 
verification that the all quarterly forms are received. 

B. Michael Gonzalez is the contact person for this 
corrective action. 

C. The change will be completed by December 31, 2019. 

D. N/A 

Software updates and risk assessment for end-of-life 
component in SPAHRS 

We acknowledge the finding . 

DFNMMRS is in the process of planning the Phase II 
MAGIC implementation. The implementation will be done 
in a phased approached with all agencies implemented 
over a three-year period. 

A. SPAHRS will be decommissioned after all agencies are 
converted to MAGIC. 

B. Brenda Benson is the contact person for this corrective 
action. 

C. The anticipated completion date of Phase II is July 1, 
2022. 

D. NIA 

Strengthen controls over security audit logo of MAGIC 

We acknowledge the finding. 

8 



Corrective Action: 

2018-032 

Response: 

Corrective Action: 

DFA/MMRS has addressed this finding through a manual 
review of the security audit logs to capture unsuccessful 
user dialog attempts for SAPGUI users in MAGIC. The 
audit log event classes included in this review were 
acknowledged by all parties within the final audit 
response. DFA's internal review process occurs on a 
weekly basis of the prior week's security log activity report. 
DFA's assigned reviewer runs transaction SM20 in PEA 
(ECC), PRA (SRM), and PCA (CRM) to view the log 
activity report. Security audit log files are exported and 
saved in Excel format to designated folder location. Each 
log file is reviewed for patterns/repeated failed logons of 
users and RFC/function calls. Each finding identified will 
be addressed with the MAGIC security team and defect 
created in HPQC, if system modifications are required. 
This assessment also includes audit configuration change 
reviews for potential issues. The weekly audit logs are 
analyzed and the final results are reviewed monthly by the 
team manager and filed in SharePoint. 

A. DFA is in the process of implementing query 
automation process for these reports to help streamline 
the review process and reduce the number of manual 
steps required. Datasets captured within the 
automation will be reviewed against the audit log data 
producing a summary of the report findings. 

B. Michael Gonzalez is the contact person for this 
corrective action. 

C. The change will be completed by December 31, 2019. 

D. NIA 

Strengthen controls over vendor master file and one-time 
vendors 

We concur with this finding. 

A. DFA has discontinued use of the state-wide one-time 
vendor number 9000000000 and assigned each 
agency at least one one-time vendor code to be used 
for their one-time payments to vendors. It is now the 
agency's responsibility to ensure that vendors who 
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2018-033 

Response: 

Corrective Action: 

Jdc~rely, 

(J.~~C\o-tl({)(Vl 
Executive Director u 

receive more than one payment are handled 
appropriately and are not paid using the agency's one
time vendor number 

B. The contact person is Lisa Dunn 

C. The vendor number 9000000000 was blocked as of 
1/31/2019 

D. N/A 

Strengthen controls over policies and procedures related to 
journal entry approval. 

We concur with the finding. 

A. OFA plans to publish internally these formalized policies 
and procedures. 

B. Marcus Moore is the contact person for this corrective 
action. 

C. The anticipated implementation is no later than 
December, 2019. 

D. N/A 
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STATE OF MISSISSIPPI 
GOVERNOR PHIL BRYANT 

DEPARTMENT OF FINANCE AND ADMINISTRATION 
LAURA D. JACKSON 

Shad White 
Office of the State Auditor 
State of Mississippi 
Post Office Box 956 

EXECUTIVE DIRECTOR 

April 18, 2019 

FINANCIAL AUDIT FINDINGS 
or 

OTHER AUDIT FINDINGS 
or 

COMPLIANCE REVIEW FINDINGS 

Jackson, Mississippi 39205-0956 

Dear Mr. White, 

In reference to your letter dated March 28, 2019, we submit the following response and 
corrective action plan to the financial audit findings for the Department of Finance and 
Administration (DFA) for the fiscal year ended June 30, 2018. 

AUDIT FINDINGS: 

OTHER CONTROL DEFICIENCY 

Finding Number 

OTH-03 

Response: 

Finding Description 

Strengthen controls overs cash reconciliations 

We concur with the finding. 

During the November 2017 MAGIC upgrade a daily file 
remitted by treasury failed to be loaded to MAGIC. An 
initial adjustment to correct the file was posted using a 
program within MAGIC on 06/27/2018, but did not 
successfully clear the warrant open item balances. It was 
determined subsequently in July 2018 that an additional 
correction was required and it was posted as an FY 2019 
adjustment. As this correction was posted in FY 2019, 
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Corrective Action: 

J:cerely, 

~k~on 
Executive Directo 

warrants outstanding balances still reflected an overstated 
the amount for FY 2018. 

A. Controls have existed in MAGIC since its inception that 
include warrants payable amounts for the calculation of 
available net cash. This existing control prevents the 
possibility of agencies exceeding their available cash 
balance by the amount of warrants that have not yet 
been encashed. Additionally, working with MMRS a new 
procedure has been instituted where OFNOFM/OFR 
will review proposed automated adjustments prior to 
posting when a correcting action is required. 

B. Marcus Moore is the contact person for this corrective 
action. 

C. This was implemented effective 01/01/2019. 

D. N/A 
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